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HMRC Phishing Campaign 

 A phishing email claiming to be from 
HM Revenue & Customs (HMRC) has 
been detected this week. 

 The email claims that you are eligible 
to receive a tax refund of £230.24. 

 It states that to receive your tax 
return online you must click on a link 
which takes you to a fake site. 

 The forms on the fake site have been 
designed to steal your personal 
details and bank card number. 

 Please take note of the source of the 
email (not a genuine HMRC account) 
and link embedded in the “gateway 
account” text (leads to a 
compromised website). 
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Return of Qbot, aka Qakbot Malware 

 A security organisation has discovered a new strain of the Qbot, aka Qakbot 
malware which exposed a sizeable botnet (network of compromised 
computers) consisting of over 54,000 distinct infected machines. 

 This particular piece of malware has the ability to traverse across a network 
and replicate itself while evading anti-virus software.  Its key functionality is to 
steal data.  

 Qbot is virtual machine aware (used by security professionals to spot malware) 
and can alter its behaviour to make it difficult to detect. 

 It is distributed via the ‘RIG Exploit Kit’ – this is a component used to install 
malware on a victims’ computer and appears to affect almost all versions of 
Microsoft Windows.  RIG will look for vulnerabilities and commonly exploits 
Flash player and Internet Explorer to name just a few. 

 In order to best protect yourself from this exploit kit, it is vital that all updates 
for Internet browsers and any plugins such as Adobe Flash Player are kept up-
to-date. 
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Maktub Locker Malware 

 An email campaign containing victims’ personal details with a financial demand 
was identified in last week’s intelligence briefing.  This has been linked with 
the Maktub Locker malware. 

 Maktub Locker is a piece of ransomware which is used to encrypt a victims’ 
documents, photos and databases. These will be held to ransom until a 
demand has been paid.   

 The email displays a web link and prompts the victim to click on this link which 
will lead them to a ‘.zip’ (compressed) file.  This compressed file contains a 
spoofed “Terms-of-Service” document with a ‘.scr’  extension. 

 This file extension is commonly used for Windows screensavers, though is now 
used to transmit malware. 

 Once infected, the victim will be presented with instructions on how to connect 
through the Tor anonymous network to pay the ransom demand. 
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Maktub Locker Malware: Screen Captures 
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• Email Campaign 

• After Encryption 
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Data Breach – Gloucester 

The website of a large organisation, hosted on servers in based in Gloucester, 
suffered from a website defacement followed by a data breach resulting in the 
theft of details of over ten thousand customers.  The breach occurred last week 
and the source of the attack appears to be from Indonesia, although this is still 
to be confirmed.  No demand has been received and this incident is subject to 
ongoing investigation. 

 

Ransomware Attack – Bristol  

An individual based in Bristol suffered a ransomware attack.  The victim received 
an email stating they owed money for work that had been carried out.  The email 
provided the victim’s exact address and name.  The victim opened the attached 
“invoice” which was malicious.  The screen then showed a skull and crossbones – 
this is linked with the “Maktub Locker” ransomware virus. 

    



DDoS Attack - Dorset 
 

The South West Regional Cyber Crime are currently investigating a Distributed 
Denial of Service (DDoS) attack on a local organisation.  This resulted in the 
organisation’s website becoming unavailable for a number of hours and is being 
treated as a targeted attack.  No demand has been made. 

 

DDoS: in the event of an attack 

 Keep a record of all web/ server logs before, during and after the attack.   

 If contact is made by the attacker, keep a record of any communication.  This is 
generally via email. 

 Should a demand for payment be made, it is not recommended to that payment be 
made because recovery of all files is not guaranteed.  This could result in a financial 
loss. 

 Prevention measures, such as a DDoS mitigation plan, will increase protection – many 
companies use cloud based DDoS protection services to limit the chance of 
becoming the next victim. 
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Dealing with Phishing Emails 

 Do not click or open unfamiliar links in emails.  If a link has been clicked on, 
purposely or unknowingly, seek professional advice on what steps to take. 

 Check the legitimacy of the email with the company that has supposedly sent 
it.  

 It is a good idea to find a telephone number for the sender independently 
from the email, such as through Google, as the phone number provided in the 
email may be fake or go directly to the criminal.  

 Ensure you have up-to-date anti-virus software and perform regular scans to 
prevent most malware from ending up on your computer. 

 Be aware of any financial requests via email.  People can easily pose as 
management in emails – call the person if in doubt. 
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Preventing Ransomware Infections 

 Make sure you have anti-virus software installed and ensure it is up-to-date 
and running in real time. 

 Keep browsers, operating systems, Adobe and other applications up-to-date 
and patched against vulnerabilities.   

 Backups are an ABSOLUTE necessity in protecting your data.  Backup files 
regularly, store the backups on external storage and physically disconnect the 
storage from the computer and network between backups.  Ensure you verify 
the backups. 

 There are many fake emails with malicious attachments circulating the 
Internet.  If you receive an uninvited email containing an attachment then do 
not instantly open it unless you are 100% sure of its origin.  
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Preventing Ransomware Infections 

 If macros are not commonly used on the computer then disabling them will 
greatly reduce the chance of infection or chose “enable with notifications”, this 
should prompt you before macros are utilised.  

 Beware of unsolicited emails asking you to click on links. 

 In the unfortunate case of infection, pull the plug on the computer and 
internet access.  Do not pay the ransom as a first response - report to Action 
Fraud as soon as possible. 
 

The SWRCCU advise not to pay any ransom demands. This is for three reasons: 

- You are not guaranteed to get your data decrypted. 

- Further extortion demands may follow. 

- It encourages further attacks against other victims. 
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Petya Ransomware Decrypter 

 A security specialist has created a decryption tool for the Petya malware to 
decrypt victims’ hard drives and files without paying any demands. 
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Petya Ransomware Screen 
 This is achievable by exploiting 

a flaw in the Petya malicious 
code.  
 

 The tool is currently available 
on the Internet, although it 
may not be long before the 
creators of the malware 
develop another version to 
render this de-crypter useless. 

 

 

 

 

 

 

 

 

 

 

 



CiSP  - Cyber Crime Threats Shared  

The Cyber Security Information Sharing Partnership (CiSP), which is run by CERT-UK, is an 
information sharing platform used to share and publish cyber crime threat information. 

  

The aim of the platform is to allow members to take remedial action and modify their 
organisations to prevent cyber attacks. 

 

If you would like to join the CiSP then please sign up at www.cert.gov.uk/cisp and contact us 
as we can sponsor you. 

 

A regional South West CiSP node is now available containing this document along with other 
useful cyber prevention information and advice. The node will formally launch on 19th May 
2016 but please feel free to join the node now. 

 

If you would like to attend the South West node launch in Bournemouth on the 19th May 

2016 please contact us to reserve your place and obtain further information.    
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http://www.cert.gov.uk/cisp


Additional Briefing Dissemination 

This document has been given the protective marking of NOT 
PROTECTIVELY MARKED and may be disseminated outside law 
enforcement with no restriction. 

 

If you know anyone else who would like to receive this, please send us 
their e-mail address and we will add them to the distribution list. 

 

If you would like to be removed from the list please send an email to 
the address below to let us know. 

 

Any comments or queries please email South West Regional Cyber 
Crime Unit at: 

swrccu@avonandsomerset.pnn.police.uk 

www.swcyberc r imeun i t . co .uk   

0117 372 2446 
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