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Updates from the SWRCCU: Website defacement and network Intrusion 

 The SWRCCU are currently investigating a website defacement and network 
intrusion whereby a large amount of data has been compromised.  

 During the investigation it has been identified that access was gained to the 
webserver of the company through a vulnerability in an unpatched file upload 
plugin. 

 The attackers were able to place two shells on the webserver for access at a 
later date. 

 

What is a shell? 

 A web shell is a script that can be uploaded to a webserver to enable remote 
access and control of the machine. 

 A web shell can be written in any language that the target webserver supports.  
The most common languages are PHP and ASP however Perl, Ruby, Python and 
Unix shell scripts are also used.  

 Once a web shell is uploaded, suspects can escalate privileges and issue 
commands remotely enabling them to upload further malware or to use the 
infected machine as a command and control server for a bot net or malware.  
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Protection/Prevention Advice  

Due to the simplicity and ease of modification of a web shell they can be 
difficult to detect by anti virus software. 

Installation of a web shell is commonly done through web application 
vulnerabilities or configuration weaknesses. Therefore, identification and 
closure of these vulnerabilities is crucial in avoiding potential compromise.  

 

Prevention: 

 Regularly update applications and the host operating system to ensure that 
known vulnerabilities are plugged. 

 Implement a “least privileges“ policy on the web server to reduce the ability 
of the hackers to escalate privileges. 

 Consider employing a Demilitarised Zone (DMZ) between your web facing 
system and corporate network. 

 Configure your webserver correctly.  All unnecessary services and ports 
should be disabled and blocked. 

 Ensure you have a “known good” version of the relevant server as back up for 
use in the event of access being gained and files being changed or deleted. 
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Ransom Demand Email 

 Within the last 7 days a number of businesses throughout the UK, including in the south 
west, have received extortion demands from a group calling themselves ‘Lizard Squad’. 

 The group have sent emails demanding payment of 5 Bitcoins, to be paid by a certain time 
and date. The email states that this demand will increase by 5 Bitcoins for each day that it 
goes unpaid. 

 If their demand is not met, they have threatened to launch a denial of service (DDoS) attack 
against the business’s website and network, taking them offline until payment is made. 

 The demand states that once their actions have started, they cannot be undone. 

 It is assessed that it is likely that these demands have been made by a copycat group using 
the Lizard Squad name rather than it being from the original Lizard Squad criminal group.  
The threats are not believed to be specifically targeted and there is no evidence to suggest 
that they are capable of carrying out the attacks threatened.  

Protection / Prevention Advice  
 

 Report it to Action Fraud by calling 0300 123 2040 or by using the online reporting tool 
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Protection / Prevention Advice (Continued….)  
 Do not pay the demand and retain the original emails (with headers). 

 Maintain a timeline of the attack, recording all times, type and content of the 
contact. 

If you are experiencing a DDoS right now you should: 

 Report it to Action Fraud by calling 0300 123 2040 immediately. 

 Call your Internet Service Provider (ISP) (or hosting provider if you do not host 
your own web server), tell them you are under attack and ask for help. 

 Keep a timeline of events and save server logs, web logs, email logs, any 
packet capture, network graphs, reports etc. 

Get Safe Online top tips for protecting your business from a DDoS: 

 Consider the likelihood and risks to your organisation of a DDoS attack, and 
put appropriate threat reduction/ mitigation measures in place. 

 If you consider that protection is necessary, speak to a DDoS prevention 
specialist. 

 Whether you are at risk of a DDoS attack or not, you should have the hosting 
facilities in place to handle large, unexpected volumes of website hits. 
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PBX / Dial Through – Bristol 

A hotel based in Bristol reports that their telephone system has been 
compromised with 1000 to 2000 calls placed to a premium rate international 
number within a 24 hour period.  This has resulted in a loss of £2000. 

 

Ransomware 

Ransomware report from an organisation based in the Weston-super-Mare area.  
An email has been received containing a malicious attachment which when 
clicked on has encrypted all the files within the company's folders. 



Preventing PBX Attacks 

 Use strong pin/ passwords for your voicemail system, ensuring they are 
changed regularly.  

 If you still have your voicemail on a default pin/ password change it 
immediately.  

 Disable access to your voice mail system from outside lines. If this is 
business critical, ensure the access is restricted to essential users and they 
regularly update their pin/ passwords. 

 If you do not need to call international/ premium rate numbers, ask your 
network provider to place a restriction on your line.  

 Consider asking your network provider to block outbound calls at certain 
times eg when your business is closed.  

 Ensure you regularly review available call logging and call reporting options.  

 Regularly monitor for increased or suspect call traffic.  

 Secure your exchange and communications system, use a strong PBX firewall 
and if you don’t need the function, close it down!  

 Speak to your maintenance provider to understand the threats and ask them 
to correct any identified security defects. 
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Preventing Ransomware 

 Make sure you have anti-virus software installed and ensure it is up-to-date 
and running in real time. 

 Keep browsers, operating systems, Adobe and other applications up-to-date 
and patched against vulnerabilities.   

 Backups are an ABSOLUTE necessity in protecting your data.  Backup files 
regularly, store the backups on external storage and physically disconnect 
the storage from the computer and network between backups.  Ensure you 
verify the backups. 

 There are many fake emails with malicious attachments circulating the 
Internet.  If you receive an uninvited email containing an attachment then do 
not instantly open it unless you are 100% sure of its origin.  

 If macros are not commonly used on the computer then disabling them will 
greatly reduce the chance of infection or chose “enable with notifications”.  
This should prompt you before macros are utilised.  
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Preventing Ransomware 

 Beware of unsolicited emails asking you to click on links. 

 In the unfortunate case of infection, pull the plug on the computer and 
internet access.  Do not pay the ransom as a first response - report to Action 
Fraud as soon as possible. 
 

The SWRCCU advise not to pay any ransom demands. This is for three reasons: 

- You are not guaranteed to get your data decrypted. 

- Further extortion demands may follow. 

- It encourages further attacks against other victims. 
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CiSP  - Cyber Crime Threats Shared  

The Cyber Security Information Sharing Partnership (CiSP), which is run by CERT-UK, is an 
information sharing platform used to share and publish cyber crime threat information. 

  

The aim of the platform is to allow members to take remedial action and modify their 
organisations to prevent cyber attacks. 

 

If you would like to join the CiSP then please sign up at www.cert.gov.uk/cisp and contact us 
as we can sponsor you. 

 

A regional South West CiSP node is now available containing this document along with other 
useful cyber prevention information and advice. The node will formally launch on 19th May 
2016 but please feel free to join the node now. 
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Additional Briefing Dissemination 

This document has been given the protective marking of NOT 
PROTECTIVELY MARKED and may be disseminated outside law 
enforcement with no restriction. 

 

If you know anyone else who would like to receive this, please send us 
their e-mail address and we will add them to the distribution list. 

 

If you would like to be removed from the list please send an email to 
the address below to let us know. 

 

Any comments or queries please email South West Regional Cyber 
Crime Unit at: 

swrccu@avonandsomerset.pnn.police.uk 

www.swCyberCr imeUni t . co .uk   
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